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Abstract-This paper identifies open strategic issues needing immediate attention and provides 

recommendations for a unified, comprehensive strategy to address the security concerns within secure 

military [SM]. Peer-to-Peer artificial intelligence techniques in Security: Most feasible proposals to date 

Virtual Certificate Authority – Threshold prolog approach Certificate Chaining based on Pretty Good 

Privacy (PGP). 
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1.INTRODUCTION 

Security is primary requirement of any organization (Military) protocol. In order to find a solution to this always 

up to date problem. Artificial intelligence technique is constructed to provide secure communication applications. 

so, the clever deign of a AI technique is essential if the security of an application is to be maintained. Many works 

from different .research groups have been published, analyzing AI techniques for finding holes in the security 

strength of today’s key.  

 
Figure 1: AI technique control tracking area 

Thus new key of artificial intelligence techniques are needed that don’t have such security holes. That however 

might have the side effect of high complexity, which can make the implementation of a key technique very 

difficult if not impossible. 

“One of the major problems of modern computer security is the design of artificial intelligence techniques that 

have as little vulnerabilities as possible while maintaining their low implementation complexity.  

Many techniques that are secure are not easily implemented in computer applications especially in hardware. Thus 

the need for hardware implementation of secure AI technique becomes even greater.” 

Related Works 



Ekansh: Annual Multidisciplinary Journal for Engineering, ICT and Management, Issue: 23, 2024 

 
 

60 
 

Defined by the following major characteristics: 

No Infrastructure: Does not require centralized units (base stations, access points) to provide network 

functionality. 

Dynamic Network Topology. 

Distributed Network Services. 

Communication over wireless channel: error-prone. 

Self-Organized, Spontaneous, Unplanned and Impromptu. 

Sporadic Connectivity. 

Constraints on protocol design: 

Limited processing power. 

Limited memory resources. 

Limited bandwidth. 

Poor physical security. 

Characteristics itself is constraints! 

2.3 How to build an AI Strategy for secure military?  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

    Figure 2: AI Strategy for secure military  

Defining AI Techniques 

 

Techniques and procedure for: 

Initializing users within a domain. 

 

AI  

Strategy 

 
Security Objective 

 
Data Preparedness 

 
Internal Expertise 

Integration with 
Existing Techniques 

 
Scalability 



Ekansh: Annual Multidisciplinary Journal for Engineering, ICT and Management, Issue: 23, 2024 

 
 

61 
 

Generation, distribution and installation of all keying material. 

Control the use of keying material. 

Update, revocation and destruction of keying material. 

Storage, backup/recovery and archival of keying material. 

 

Certificate Authority (trusted third party) 

Sign certificated using its private key. 

Store certificates. 

Distribute certificates. 

Users verify certificates with CA public key. 

 

 

Figure 3: Prolog tools used in system 

 

Feasible proposals- 

1. Virtual Certificate Authority 

1.1 Prior to network formation-Trusted Third Party (network administrator) distributes the following: 

i. Load all nodes with its public key certificate. 

ii. Select n CA servers and securely transfer       

partial CA private key shares. 

iii. Provide n nodes with certificates of all nodes in the network. 

1.2 Nodes contact Virtual CA for certificates 
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Figure 4: Network architecture for secure military 

 

Private Key of certificate authority is distributed between n servers to form a distributed prolog service with 

universal private/public key pair. 

 

Figure 4 (b): Network schematic architecture for secure military 
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Virtual CA sign message m with (n, t+1) threshold digital signature scheme. Each server partially signm with its 

private/public key share. These are combined at C. 

 

2. Certificate Chaining based on Pretty Good Privacy (PGP) 

i. Self-Organized, scalable solution 

ii. No trusted third party required 

iii. All users create their own public/private key pair 

iv. Create, store and distributed their own public key certificates 

v. Sign certificates of other nodes they trust. 

vi. Store certificates of neighbouring nodes and ‘friend’ nodes in local certificate repositories. 

 

 

Figure 5: Signing authority node to node 

 
3. PEER TO PEER PROLOG BASED ON MOBILITY. 
Design Objectives:  

Provide strong security 

Routing-security interdependence problem. 

Address ownership problem. 

Sybil Attacks. 

 

Initialization Phase 

Off-line TTP provides each node with a certificate and optional network member list. 

TTP provides a strong security root: bind users, nodes and keying material. 
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Post-initialization Phase 

Nodes that come within each other’s transmission range exchange their certificates. 

Each node is its own authority domain. 

Avoids routing–security interdependence cycle: do not need routing protocol as it runs over one-hop radio links. 

Major advantages  

Provide network access control and user authentication. 

Easy to prove security level suitable for military application. 

Break routing-security interdependency cycle. 

Mitigate Sybil attacks: TTP can provide one-to-one binding between the node and user. 

 

Figure 6: to prove security level suitable for military application 

4. MOTIVATION AND CONTRIBUTION 
The individual technique described above may not be suitable for implementing multicast in MANETs. Boolean 

technique gives better security but complexity ti high. 

In modified Huffman technique the complexity is less but it is suitable for a small group and hence scalability is 

not supported.  
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Figure 6 (b): to prove security level suitable for military application 

In our proposed model we utilize the merits of Boolean minimization technique and modified Huffman technique 

to achieve the security well as better complexity in the MANET. In MANET one mode (normally cluster head) 

acts as the master node which controls the other nodes in its vicinity. Here cluster head acts as a group controller. 

Group controller is responsible for creating and maintaining the group key, Additional an unique ID for every 

user in the group is given based on Boolean technique but the length of this unique ID is not same for all the 

nodes. The length is based on the probability of leave of a member from the group. So based on the probability of 

leave different subgroups are formed with different unique ID lengths and this can be achieved the member 

join/leave is handles as discussed using Boolean technique for the sub groups. 

 

5. EXPERIMENTATION RESULTS AND COMPLEXITY ANALYSIS 

 
Storage complexity: 

It includes the storage requirements of both group controller and users. The group controller has to store 

auxiliary keys of all the members and one group key. For example, the user size of 8, it has to store k0k1k2, 

k0’k1’k2’ and one group key which is equal to 2log2 8 + 1 = 7. in general, the storage complexity of the 

server is 2log2 n+1 where n is number of members. As for the storage requirement of the individual user is 

concerned, an user has to store all the auxiliary keys from the leaf node to the root and one group key. So it 

is log2 n+1. 

 

Communication and Computation Analysis: 

Communication complexity is measured in terms of no. of rekeying messages’ sent by the group controller 

and computation complexity is measured in terms of number of encryptions needed by the group controller. 

Both complexities depend on the position of the existing members in the tree after the left out members. 
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Figure 7: Communication and Computation Analysis 

 

 
 

Figure 8: Updating in Secure Military through AI Techniques in graphical chart 

 

 

6.CONCLUSION 

 
1. Distribution of CA in mobile ad hoc networks cannot provide military level security. 

2. Eliminating all forms of on-line and off-line TTP degrades security. Pure mobile ad hoc networks thus not 

suitable for military applications. 

3. Combining a self-organized approach with an off-line TTP will provide adequate security.  

3.1 Need to make scheme independent of mobility and incorporate a self-organized key renewal mechanism. 
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3.2 Each nodes its own authority domain. 

4. Due to the increased usage of group communication there is a heavy demand for security in multicasting. 

5. The security in multicasting imposes several problems and finding solutions to them become research 

challenges. 

6. The most important feature of secure multicast is group dynamic (i.e.) the member of the multicast groups 

can join and leave the session at any time without intercepting the current session. 

7. The main objective of this paper is to minimize the computational and communication cost involved in 

multicasting while changing the keys. 

8. Intelligence is embedded in to the group controller so that instead of assigning a constant length UID for the 

user. 

9. It assigns the UID based on the probability of leave. 

10. The results are encouraging and comparable with existing techniques.  
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