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Abstract-The widespread use of image editing technologies in the digital age has raised concerns about the authenticity 

of visual content. This study delves into the field of image forensics, specifically analyzing original and tempered 

photos to determine their graphical behavior. The major goal is to develop solid algorithms for distinguishing between 

authentic and fraudulent photos based on an in-depth assessment of their visual properties.The study makes use of a 

large data collection that includes both original and manipulated photographs from a variety of sources and contexts. 

To reveal small differences between authentic and modified pictures, image processing techniques such as noise 

analysis, color profile investigation, and geometric feature extraction are used. Machine learning algorithms are 

critical in automating the analysis process and increasing the efficiency and scalability of the proposed methodology. 
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1. INTRODUCTION 

 

The widespread use of image editing technologies in the digital age has raised concerns about the 

authenticity of visual content. This study delves into the field of image forensics, specifically analyzing 

original and tempered photos to determine their graphical behavior. The major goal is to develop solid 

algorithms for distinguishing between authentic and fraudulent photos based on an in-depth assessment of 

their visual properties.. 

 

 
Fig1:Doctored image of a British soldier pointing a machine gun at Iraqi people. 

 

The study makes use of a large data collection that includes both original and manipulated photographs 

from a variety of sources and contexts. To reveal small differences between authentic and modified pictures, 



Ekansh: Annual Multidisciplinary Journal for Engineering, ICT and Management, Issue: 23, 2024 

85 
 

image processing techniques such as noise analysis, color profile investigation, and geometric feature 

extraction are used. Machine learning algorithms are critical in automating the analysis process and 

increasing the efficiency and scalability of the proposed methodology. 

 

Traditional image forensics has been done with human inspection. Such approaches can achieve accurate 

detection and high quality analysis, but they typically require significant amount of time and extensive 

human labor. The number of doctored photographs circulated each day has far exceeded the amount that 

human inspection can handle, therefore bringing automated content integrity verification into picture. 

Besides fast verification processes, automated algorithms also complement human inspection for 

manipulations that 

cannot be perceptibly detected by the human eye.  

 

On the technical side, several problems can be defined at different levels (refer to Fig. 1.2): image level 

binary decision, tampering operation identification, suspicious area localization and 

manipulation explanation. There are many new ways in which images may be  

tampered with. 

 

 
Fig2: ex-U.S presidential election candidate John Kerry spliced side-by-side with actress Jane Fonda 

 

• This image is doctored: image level binary authenticity decision (classification) 

• It has been spliced: tampering operation identification (identification) 

•  It exhibits lighting inconsistency: manipulation explanation (explanation)  

• The actress is the spliced foreground: suspicious area localization (localization) 

 

1.1. Image-level binary decision: 

This involves making a binary (yes/no) decision about the authenticity of an entire image. It typically means 

determining whether an image has been manipulated or tampered with. This decision is based on various 

forensic techniques that analyze inconsistencies, artifacts, or anomalies in the image data. 

 

1.2. Tampering operation identification:  

 

Tampering operation identification involves recognizing specific operations or manipulations that have 

been applied to an image. This could include operations like resizing, cropping, color correction, or more 

sophisticated manipulations like content insertion or removal. Detecting these operations helps in 

understanding how an image has been altered. 

 

1.3. Suspicious area localization: After determining that an image has been tampered with, the next step 

is to identify the specific regions or areas within the image where the manipulation has occurred. Suspicious 

area localization aims to pinpoint the locations where changes or alterations have been made. This can 

involve analyzing pixel-level variations, inconsistencies in lighting or color, and other artifacts that may  

indicate tampering. 



Ekansh: Annual Multidisciplinary Journal for Engineering, ICT and Management, Issue: 23, 2024 

86 
 

1.4. Manipulation explanation: Once suspicious areas are identified, the goal is to explain the detected 

manipulation. This involves describing the nature of the tampering operation, such as whether it's a copy-

paste operation, image splicing, or other forms of digital manipulation. Understanding the manipulation 

helps in assessing the 

credibility and trustworthiness of the image. 

 

2. LITERATURE REVIEW 

 

We first provide a fully automatic consistency checking approach for finding arbitrarily-shaped splicing 

patches in a digital image in Jessie Yu-Feng Hsu's thesis. The Camera Response Function (CRF) is a 

fundamental characteristic in cameras that maps input irradiance to output image intensity. An image is 

automatically split into discrete sections initially. Each region has one CRF computed using geometric 

invariants from Locally Planar Irradiance Points (LPIPs). CRF-based cross fitting and local image features 

are computed and given to statistical classifiers to classify a border segment between two locations as 

legitimate or spliced. These segment-level ratings are then combined to determine image-level 

authenticity.Tests on two benchmark data sets achieve 70% precision and 70% recall, indicating great 

potential for real-world applications[1].  

Detection of discrepancies in double JPEG artifacts across different image regions is frequently used to 

detect and localize local image alterations such as image splicing. In this study, we go a step further, 

presenting an end-to-end system that can detect and localize spliced regions while also distinguishing 

regions from various donor images. We assume that both the spliced parts and the background image have 

been compressed twice with JPEG, and we utilize a local approximation of the principal quantization matrix 

to differentiate between spliced sections from different sources[2]. 

 

Image security is a challenge for every sector that employs digital photographs. Suspect photos, crime scene 

photos, biometric shots, and other images have long been used in forensics and public safety. The usage of 

digital photographs in this industry has risen dramatically as digital imaging has evolved. While digital 

image processing has aided in the development of many new methodologies in forensic investigation, it has 

also made image manipulation easier. The widespread availability of various snipping image editing tools 

has created a problem with digital image validity. It is utilized as solid evidence in a number of crimes and 

as documentation for a variety of purposes. The development of photo editing and processing software has 

simplified and made it easier to make and modify photographs. The most frequent types of image forgery 

are copy-move forgery and image splicing. A section of a photograph is replicated and pasted farther in the 

photo- graph to conceal or display an error situation, and splicing an image indicates two images in one 

image. This study investigates many sorts of digital image forgeries as well as forgery detecting tools. A 

review of known methods for detecting counterfeit photographs was carried out[3]. 

 

 

3. OBJECTIVES 

 

The study looks on the impact of common image tampering techniques such scaling, compression, and 

content alteration on image graphical behavior. By recognizing the distinctive fingerprints left by these 

modifications, the work seeks to gain a better understanding of the telltale signs that can be employed for 

accurate real-fake image categorization. 

 

Furthermore, the investigation delves into the ethical implications and societal impacts of image 

manipulation, noting the potential for misinformation and misuse that can emerge from the transmission of 

altered visuals. The findings of this study have significant implications for the development of successful 

picture authentication systems, as well as for the ongoing discussion regarding digital trust and visual 

integrity in the information age. 
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Fig3:Detecting doctored photographs using CRF 

abnormality. 

 

4. METHODOLOGY 

 

Camera response function-The Camera Response Function (CRF) is an important concept in 

digital imaging that is frequently used in image forensics to detect forgeries or modifications in 

digital images. The CRF defines the relationship between a scene's radiance and the pixel values 

recorded by a camera. In a nutshell, it simulates how a camera converts the light it receives from 

a scene into the pixel values we see in an image. 

Here's a more detailed explanation: 

4.1. Radiance and pixel values 

The brightness of a scene is the quantity of light emitted or reflected by it. The CRF captures how 

radiance in an image is transformed into pixel values. It is a mathematical formula that describes 

the reaction of the camera's sensor to changing levels of light. 

4.2. Varying exposures  

Images of a scene are often recorded with varied exposures to estimate the CRF. This allows you 

to see how the camera reacts to varying levels of light intensity. A prominent method for CRF 

estimate is High Dynamic Range (HDR) photography, which includes combining numerous 

photos taken at varying exposure levels. 

4.3. CRF in image forensics 

Changes to an image may have an impact on its CRF in the context of image forgery 

detection. For example, if a portion of a picture is spliced from another photo or digitally 

modified, the CRF of that portion of the image may diverge from the expected response 

based on the rest of the image. 

4.4. Forgery detection using CRF 

Methods for detecting image forgeries sometimes include comparing the estimated CRF of 

various regions of a picture. Inconsistencies in the CRF between regions may imply meddling. 

The CRF may be used to identify copy-move forgeries, in which a piece of an image is reproduced 

and pasted elsewhere. 

4.5. Machine learning exposures 

Machine learning algorithms may be trained to spot patterns in real picture CRFs. These trained 

models may then be used to detect abnormalities or irregularities in the CRF of test pictures, 

indicating the possibility of fraud. 

To summarize, the CRF is a basic feature of the imaging process that may be used in image 

forensics to detect discrepancies caused by various types of manipulation or fraud. The CRF 

analysis is one of several approaches used in the larger field of digital image forensics. 
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The camera response function (CRF) is used to detect image counterfeiting by assessing the 

differences between the predicted and observed camera responses in an image. The CRF describes 

the connection between the scene's radiance and the pixel values in the acquired picture. Image 

forgeries may entail modifications such as copy-move, splicing, or other manipulations, and these 

changes might have an impact on the CRF. Here is a basic way for detecting picture fraud using 

the camera response function: 

4.6. Data collection 

Compile a collection of real photographs taken with the same camera under different lighting 

conditions. Make sure the dataset is varied enough to cover a variety of circumstances. 

4.7. Camera response function estimation 

Calculate the camera response function (CRF) using the original photos. This entails taking 

photographs of a scene at various exposures and then calculating the connection between the scene 

radiance and pixel values. Using HDR (High Dynamic Range) photos or several photographs shot 

at different exposure levels are common ways. 

4.8. Feature extraction 

Extract features from the actual photos' CRF. These features might include key points, gradients, 

or statistical metrics that capture the camera response function's distinctive properties. 

 

4.8.1 Forgery detection 

Estimate the CRF of a test picture and extract the same features as in the actual photos. 

Compare the characteristics of the test image to those of the actual photographs. Anomalies or 

deviations may suggest forgery. 

4.8.2 Machine learning approches 

Use the collected features from the authentic photos as training data for a machine learning model 

(e.g., support vector machines, random forests, or deep learning models). 

Based on their CRF attributes, use the trained model to categorize test photos as legitimate or 

fake. 

4.8.3 Post-Processing 

Post-processing techniques should be used to improve detection results and eliminate false 

positives. This might include additional analysis or filtering procedures to increase detection 

accuracy. 

4.8.4 Validation and Evaluation 

Evaluate the forgery detection method's performance using a different validation dataset including 

both legitimate and counterfeit photos. Precision, recall, and F1 score are examples of common 

measures. 

4.8.5 Optimization 

To improve the system's performance, fine-tune the detection algorithm's settings and consider 

including new characteristics or preprocessing procedures. 

4.8.6 Consideration 

Be mindful of potential difficulties, such as changes in illumination, camera settings, and picture 

compression, which might impair the accuracy of the forgery detection process. 

Remember that this is a broad guideline, and precise implementation details may differ depending 

on the methods and approaches used. Furthermore, being up to date on the newest breakthroughs 

in picture forensics is critical for boosting the efficacy of forgery detection systems. 
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Fig4: Color filtering arrays [a] illustration of the principle [b]Bayer pattern 

5. EXPERIMENT 

The purpose of this experimental investigation was to determine the feasibility of using the camera reaction 

function (CRF) to identify copy-move forgeries in digital photographs. The experimental setting included 

the curation of a broad dataset that included both real photos and those that had been edited using 

synthetically added copy-move forgeries, assuring variety in lighting conditions and manipulation kinds. 

The method begins with estimating the CRF by shooting a series of photos with the target camera under 

varied lighting conditions. The estimate procedure was carried out using Python 3,NumPy,andOpenCV. 

 
Fig5:generated through noise filtering 

 

Using appropriate Python tools, different characteristics were extracted from the CRF to build a strong 

fingerprint for each image. To compare CRF fingerprints and detect locations suspicious of copy-move 

forgery, a matching technique written in Python 3 was created. Preprocessing, CRF estimation, feature 

extraction, and matching/detection phases were all part of the experiment's execution. To assess the success 

of the suggested technique, performance criteria including as accuracy, precision, recall, and computing 

efficiency were used. The study of the experimental data revealed insights into the method's usefulness in 

detecting copy-move forgeries, establishing the framework for future research paths and potential 

enhancements. 

 

6. RESULTS 

 

The suggested technique performed well in detecting copy-move frauds. The CRF-based method was 

successful in catching minor fluctuations presented by the camera, allowing for accurate differentiation 

between legitimate and modified areas. The Python 3 implementation handled huge datasets efficiently and 

produced reliable detection results. 

 

This result serves as a basic framework for reporting the important findings of a research study on copy-

move forgery detection utilizing the camera response function and a Python 3 implementation. 
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